Policies and Procedures
Protecting Patients From Identity Theft
We recognize that identity theft is a crisis in our country, exposing victims to financial loss, credit destruction,
business disruption, and confusion of personal information. Medical identity theft, in particular, also may lead to
false patient information that could jeopardize the delivery of safe, quality health care.
This office must collect and store our patients’ private medical, financial, and personally identifying data. We
must therefore be vigilant in protecting the patient information to which we have access.
1. Identity Theft Overview
This office understands that protecting our patients’ privacy and all forms of identity theft are integrally
related. Accordingly, we take a holistic view of all issues related to patient privacy, including medical,
financial, and any other personal information contained in this office’s medical, appointment, or billing
records.
a. This office is committed to protecting our patients from identity theft, including medical identity theft.
• We will comply with all federal and state laws pertaining to identity theft or “Red Flag Rules” such as
those pursuant to the Fair and Accurate Credit Transactions Act of 2003.
• These policies and procedures will assist us in identifying situations that suggest identity theft,
detecting when these situations occur, and responding to these situations appropriately, and are
adopted with the understanding and support of the highest levels of practice administration, including
the physician(s) and owner(s).
• Our identity theft policies and procedures are subject to ongoing review and revision, and are part of
our staff training and education process.
b. This office is committed to ensuring the privacy of our patients’ protected health information. We are
committed to compliance with all privacy and security rules relating to the Health Insurance Portability
and Accountability Act (HIPAA), along with other federal and state laws that are integral to matters of
privacy, medical records, confidentiality of communications, and other topics addressed throughout this
policy and procedure manual.
2. Covered Accounts for Identity Theft Compliance
Collection, utilization, and storage of personally identifiable information occur at all points of patient contact.
Because most, if not all, of this information could be used to perpetrate identity theft, any records maintained
by this office are considered “covered accounts” for the purpose of our identity theft prevention program.
This includes:
a. Personally identifying information such as a drivers license, address, or phone numbers used to
manage patient flow, including appointment scheduling and registration;
b. Personal health information such as medical history, prescriptions, allergies, or blood type used in the
delivery of health care services; and
c.

Personal information such as insurance coverage, financial account data, Social Security numbers, and
other patient information used by this office to seek payment for our services.

3. Red Flags for Identity Theft
The following scenarios should raise our level of concern regarding the possibility of identity theft patterns,
practices, or activities. If any of these red flags occur, the staff member or physician involved will respond
immediately to prevent/mitigate the threat of identity theft (see Section 4).
a.

b.

c.

d.

Appointment scheduling and patient registration:
•

A patient is unable or unwilling to provide information requested during the appointment process.
Examples include date of birth or address.

•

The presented documentation appears to be forged or altered.

•

A patient supplies identifying documentation (such as a drivers license) in which the physical
description or photograph does not match his or her physical appearance.

•

The presented documentation is inconsistent with other readily available documentation in the office
records such as a patient signature from previous office encounters.

•

There are discrepancies on patient documentation, such as different dates of birth or a Social
Security number that already is associated with another patient in the practice.

Delivering patient care:
•

Records indicate medical treatment that is inconsistent with a physical examination or medical
history as reported by the patient.

•

The patient indicates that the patient history documented in his or her medical record is not correct.

•

Information in the medical record at the time of patient care is contradictory to your personal
knowledge of the patient.

•

The patient’s description in the chart — such as age, height, or scars — is not consistent with the
patient presenting for care.

Patient billing:
•

The patient or an insurance company reports that coverage for a legitimate service is denied
because insurance benefits have been depleted or that the patient’s lifetime cap on benefits has
been reached.

•

The patient notified the office of an address change, yet the address presented by the patient does
not match that address or the address recorded for previous patient visits.

•

Mail sent to the patient is repeatedly returned as undeliverable, although the patient continues to be
active with the practice.

•

A patient disputes a bill, claiming he or she may be a victim of identity theft.

Answering patient inquiries:
•

The patient receives a bill or receipt for services provided to another individual.

•

The patient receives a bill, notice of insurance benefits, or collection notice for health services never
received, or from a health care provider that he or she never patronized.

•

The patient has a complaint or question about information added to a credit report by a health care
provider or insurer.

•

A patient calls with an address change that does not appear legitimate, e.g., it is for a commercial
establishment, vacant property, or a jail.

•

A patient notifies this office that he or she is not receiving explanations of benefits (EOBs), although
they have been sent to the last address on file for the patient.

e.

f.

Inquiries from a third party:
•

We receive a notice or inquiry from an insurance fraud investigator for a private insurance company
or a law enforcement agency.

•

The U.S. Postal Service notifies this office that the address given for the patient is not accurate,
e.g., the address is for a commercial establishment, vacant property, or a jail.

•

The Social Security Administration notifies this office that the Social Security number provided by
the patient is listed on the Social Security Administration’s Death Master File.

•

Law enforcement notifies this office that there has been an identity theft.

•

Any other physician office, a hospital, or other provider caring for a patient notifies this office that
there has been an identity theft.

Access or use of credit reports on patients:
•

This office receives an alert, notification, or other warning from a patient.

•

This office receives an alert, notification, or other warning from a report agency or a service
provider, such as a fraud detection service.

•

A fraud or active duty alert is included with a consumer report obtained by this office.

•

A consumer reporting agency provides this office a notice of a credit freeze in response to a request
for a consumer report or a notice of an address discrepancy.

•

A consumer report obtained by this office indicates a pattern of activity that is inconsistent with the
history and usual pattern of activity of a patient, e.g., a recent and significant increase in the volume
of inquiries; an unusual number of recently established credit relationships; or a material change in
the use of credit, especially recently established credit relationships.

•

This office discovers that a patient’s account was closed for cause or identified for abuse of account
privileges by a financial institution or creditor.

4. Responding to Red Flags for Identity Theft
a. The following actions should be taken if any of the red flag scenarios listed in Section 3 occurs:
•

The patient in question will be notified to see if any discrepancy can be explained or clarified.

•

If the matter is not a simple misunderstanding, notify the management team, including the treating
physician(s).

•

Any patient who appears to be a victim of identity theft will be notified by mail or properlydocumented telephone call. Documentation of any communication will be retained in the office
records.

•

Any patient who appears to be a victim of identity theft, whether from internal or external sources,
will be advised to contact law enforcement and consider having a fraud alert placed on his or her
credit file.

•

Law enforcement will be notified as deemed appropriate by management whenever this office has
evidence of identity theft. This includes when the perpetrator of the crime is one of our own staff or
physician(s).

•

In any case involving identity theft, we will suspend any collection attempts on the account until it
can be clarified if the person receiving the treatment is the person being billed.

•

If it appears a patient has fraudulently received care from this office, we will aggressively pursue, to
the extent possible, any resulting debt through our attorney, collection agency, or law enforcement.

•

This office will delay any notice to any person or entity if requested to do so, with proper
documentation, by law enforcement, as in the case of a criminal investigation, or by a government
entity such as in the case of national security.

b. In addition to the above, the following actions will be taken if it appears the identity theft crime appears
to be internal to this office:

c.

•

Any patient who appears to be a victim of identity theft by a person inside this office will be given
the following information: 1) description of the incident in general terms; 2) the type of identifying
information that was subject to the theft; 3) Steps this office has taken to protect the patient’s
information from further unauthorized access or use; and 4) the name and number of the privacy
officer, billing supervisor, office manager, or any other person to whom the patient may wish to
speak about the incident.

•

All passwords, PINs, locks, and other access to patient information (digital and on paper) will be
changed as necessary to prevent further theft.

•

Any employee causing suspicion will be disciplined and suspended or terminated according to the
employee policies and procedures of this office.

In addition to all of the above, the following action will be taken in cases where it is suspected that a
patient’s medical identity has been stolen:
•

The patient and/or his or her legal representative will be notified immediately.

•

The patient or his or her legal representative will be asked to review any of the patient’s medical
records in the possession of this office.

•

Any other physician, hospital, or provider involved with the patient’s care will be notified that the
patient’s medical record may contain inaccurate information that could result in a patient safety
issue.

•

Our liability carrier will be notified that we have become aware that we may have been treating a
patient based on inaccurate information.

•

A “Jane Doe” or “John Doe” chart will be created (see below).

d. Creation of a “Jane Doe” or “John Doe” chart:
•

When this office has confirmed that medical identity theft has occurred, all inaccurate information
will be removed from the patient’s chart.

•

Any purged, inaccurate information will be placed in a new, separate chart that will be filed as a
“Jane Doe” or “John Doe” if the identity of the thief is not known. Otherwise the chart will be labeled
with the correct patient name.

•

The new chart, regardless of whether the thief is known, will be cross-referenced with the theft
victim’s original chart for accuracy and audit purposes.

e. Any time a red flag situation occurs, the HIPAA privacy officer and the HIPAA security officer will be
notified so that they may investigate whether a violation of a patient’s HIPAA rights also has occurred
(see HIPAA Privacy Rule Policies and Procedures and HIPAA Security Rule Policies and Procedures).

5. Identity Theft Compliance: Plan Update and Staff Training
The policies and procedures comprising our plan to identify, prevent, and/or mitigate identity theft will be
reviewed and updated on an ongoing basis.
a. Updates will occur upon receipt of the following:
•
•
•
•

Notices from law enforcement or government agencies;
Suggestions from consultants, educational programs, or process improvement activities;
Requirements of our liability insurance carrier(s); or
Requirements under new or revised state or federal laws.

b. Staff training will include:
•
•
•
•

New-employee orientation,
Ongoing staff training as requested by management and/or staff,
Training in response to any red flag occurrence in this office,
Training in coordination with ongoing HIPAA-related education (see HIPAA policies and
procedures).

6. Identity Theft Compliance by Service Providers
Any third party granted access to our patients’ private information (medical, financial, or personal identifiers)
must take steps to protect our patients from red flag events. Accordingly, all business associate agreements
or other contractual agreements with third parties will include language binding third parties to appropriate
measures to protect our patients from identity theft (see Business Associates Policies and Procedures).
7. Identity Theft Compliance: Approval at the Highest Level of Authority
All of the policies and procedures regarding these red flag rules are adopted with the full understanding and
support of all levels of this office’s administration, including any physician(s) and any owner(s) of this
practice.
a. The high level of importance placed on the red flag policies and procedures is consistent with the high
level of importance placed on all of the policies and procedures regarding patient privacy, the control
over access to medical records, protections of patients’ protected health information, and other
measures this office takes to comply with all of the various components of HIPAA.
b. Any incidence of a red flag occurrence and/or any occurrence of a breach of any policy or procedure
regarding patient privacy will be reported immediately to all levels of management of this office,
including any physician(s) and/or owner(s).
c.

If no breaches occur, the effectiveness of this office’s policies and procedures regarding the protection
of patient privacy and protection from identity theft will be evaluated at least annually.

d. This office understands that the importance of all of these policies can be demonstrated by the adoption
of policies and procedures through an entity’s board of directors. As we do not have a board of directors
at this point in time, a similar level of approval is demonstrated by the adoption of all of these policies
and procedures with the full understanding and support of all levels of administration of this practice,
including any physician(s) and owner(s) of this practice.

